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Hacking a Heart

By Caroline M. Tinsley and Kelly A. Meredith
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Regulatory agencies have
issued several guidances
to help medical device
manufacturers and users
address the growing threat
of cyberattacks on these
devices.

Technological advances continue to trans-
form healthcare delivery and how we track
our personal wellness. For example, wire-
less medical devices such as pacemakers
are being implanted in patients, accompa-
nied by software that allows a healthcare
provider to receive and transmit informa-
tion directly to the device from a remote
location. More commonly, people sport
wearable devices such as smartwatches or
fitness trackers to gather a variety of per-
sonal data for healthcare purposes and
other purposes. While these devices are
generally targeted to improve the user’s
health, they are not without risk. As med-
ical and other wearable devices become
increasingly interconnected with other sys-
tems, they become more vulnerable to both
intentional and unintentional misuse, as
well as cybersecurity attacks.

The term “cybersecurity” is used to
cover a broad spectrum of context-spe-
cific adversarial challenges. Dan Craigen
etal., Defining Cybersecurity, Tech. Innova-
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tion Mgmt. Rev., Oct. 2014, at 13-21. In the
context of medical devices, cybersecurity is
the process of preventing an unauthorized
user from gaining access, modifying, mis-
using, or denying use to information that
is stored, accessed, or transferred from
a medical device to an external recipi-
ent. U.S. Food & Drug Admin., Content of
Premarket Submissions for Management of
Cybersecurity in Medical Devices: Guidance
for Industry and Food and Drug Administra-
tion Staff (Oct. 2, 2014); U.S. Food & Drug
Admin., Content of Premarket Submissions
for Management of Cybersecurity in Medical
Devices: Draft Guidance for Industry and Food
and Drug Administration Staff (Oct. 18, 2018)
(updating 2014 ed.).

While fictional, the popular television
show Homeland portrayed a medical device
cybersecurity hack during which terrorists
killed the vice president by remotely dis-
abling his pacemaker. But the fear of med-
ical device hacking by terrorists incited
real-life action from former Vice Presi-
dent Dick Cheney, who, in 2007, had his
doctors disable his pacemaker’s wireless
functionalities to prevent a possible assas-
sination attempt. Dan Kloeffler & Alexis
Shaw, Dick Cheney Feared Assassination
via Medical Device Hacking: ‘I Was Aware of
the Danger’, ABC News (Oct. 19, 2013). The
once seemingly futuristic exploitation of
implanted medical devices is no longer sci-
ence fiction; it has been successfully dem-
onstrated in devices such as insulin pumps
and pacemakers.

Likewise, in 2015, cybercriminals
hacked into accounts of Fitbit users, and
the hackers were able to gain access to
users’ data, including location history,
showing where a person typically runs
or exercises, and data showing the time
that the user usually goes to sleep. Using
numerous different mobile applications
that collect and share information on users’
location and movement pose the same
risks. While seemingly harmless, the risks
of disclosure of information with inter-
connected devices extends beyond having
personal consequences to national secu-
rity consequences. For example, Strava, an
exercise application, initiated an update to
its heat map of user activity in 2017, which
allowed users to uncover details regarding
the location of military personnel.

Although the risks of cybersecu-
rity attacks through medical or wearable
devices are not always foreseeable and can-
not be eliminated entirely, manufacturers,
regulators, and consumers can anticipate
and manage many of the risks to prevent
harm and the unnecessary disclosure of
personal information.

In the context of medical
devices, cybersecurity is the
process of preventing an
unauthorized user from gaining
access, modifying, misusing,
or denying use to information
that is stored, accessed, or
transferred from a medical
device to an external recipient.

Medical Device Regulation

The Food and Drug Administration (FDA),
among other regulatory bodies, regulates
the safety, effectiveness, and security of
medical devices. These regulatory bodies
have acknowledged the need for increased
cybersecurity for medical devices by pub-
lishing guidance and recommendations for
managing the risks to assist manufacturers
with premarket submissions and postmar-
ket risk-management plans. Specifically, the
FDA has issued two guidance documents,
one for premarket submissions, in 2014,
updated in 2018 (Premarket Submission
Content Guidance, supra (Oct. 2,2014); Pre-
market Submission Content Draft Guidance,
supra (Oct. 18, 2018)), and one for postmar-
ket management. U.S. Food & Drug Admin,,
Postmarket Management of Cybersecurity in
Medical Devices: Guidance for Industry and
Food and Drug Administration Staff (Dec. 28,
2016). But who is ultimately responsible for
preventing cybersecurity attacks on med-
ical devices? Such responsibility is shared

equally by manufacturers, healthcare pro-
viders, and patients.

So, what exactly is a “medical device?”
The FDA defines a medical device as
follows:

an instrument... or other similar or

related article... intended for use in the

diagnosis of disease or other conditions,
or in the cure, mitigation, treatment, or
prevention of disease, or intended to
affect the structure or any function of
the body....
U.S. Food & Drug Admin., How fo Deter-
mine if Your Product Is a Medical Device
(Sept. 12, 2014). Ultimately, whether a
device is a “medical device” depends on
whether the manufacturer intends that the
device be used for a medical reason that is
not “achieved through chemical action or
by being metabolized by the body.” Id.

This definition includes, for example, an
infusion pump attached to a hospital bed,
yet it excludes health and wellness appli-
cations that run on mobile devices and
certain wearable devices, such as fitness
trackers. The distinction between a medical
device and wearable gadgets is not always
so clear; increasingly, there are products
that straddle the line between wellness
wearable and medical device. Even though
many wearable devices monitor a host of
health information about the individual
user, these devices are not regulated by the
FDA. However, these devices can present
similar security vulnerabilities and privacy
concerns as medical devices, and unlike
medical devices, they do not require the
same level of certification and premarket
efforts to protect consumers.

Wearable Technology

The FDA considers most fitness-related
wearables to be low-risk general wellness
products that are outside the realm of the
Federal Food, Drug, and Cosmetic Act.
U.S. Food & Drug Admin., General Well-
ness: Policy for Low Risk Devices, Guidance
for Industry and FDA Staff (Sept. 27, 2019).
But manufacturers must consider federal
regulatory frameworks as well as state-
level regulations, which vary by jurisdic-
tion. At the federal level, section 5 of the
Federal Trade Commission Act vests the
Federal Trade Commission (FTC) with
authority to prohibit “unfair or decep-
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tive acts or practices in or affecting com-
merce,” including unfair and deceptive
privacy and security practices. In the con-
text of interconnected devices, the FTC
has stated that “this means that companies
should maintain a reasonable security pro-
gram and keep the promises they make to
consumers concerning the security of their
devices.” Bur. of Consumer Protect., Staff
Comments, In re Internet of Things and Con-
sumer Product Hazards, Docket No. CPSC-
2018-007 (June 15, 2018). Accordingly, the
FTC requires manufacturers to take rea-
sonable steps to secure user information
in accordance with their privacy policies.
Vague and ever-changing privacy policies,
however, leave a host of information vul-
nerable to misuse or hacking.

Vulnerabilities of Medical

and Wearable Devices

A vulnerability in a medical device is a
weakness in its information system, secu-
rity procedures, internal controls, or imple-
mentation capable of exploitation. “A
threat” has been explained as “the poten-
tial for a vulnerability to be exploited,” and
“the risk is calculated by consideration
of the likelihood that a threat can occur
together with a measure of the severity of
any potential impact.” Patricia A.H. Wil-
liams & Andrew ] Woodward, Cybersecu-
rity Vulnerabilities in Medical Devices: a
Complex Environment and Multifaceted
Problem, 8 Med. Devices (Auckl) 305-
16 (2015). The term “exploited” means
that one or more vulnerabilities have been
exposed either accidentally or intention-
ally, potentially affecting the essential clin-
ical performance of a medical device or
the system to which it is connected. Post-
market Management, supra (Dec. 28, 2016).
However, a vulnerability is not the same
as a breach; a breach is the actual disclo-
sure of protected information to an unau-
thorized user.

The increased connectivity and interop-
erability of medical devices has made med-
ical devices increasingly vulnerable and
susceptible to cybersecurity threats. The
FDA has warned of some sources of, and
incidents leading to, these vulnerabilities,
including these:

» networked medical devices being
infected and/or disabled by malware;

o the use of wireless technology (e.g., cell
phones, tablets, hospital computers) to
access patient data, monitoring systems,
and implanted patient devices;

« uncontrolled distribution of passwords
for privileged device access;

o failure to provide timely security soft-
ware updates and patches to address
vulnerabilities in older medical devices
and networks; and

o security vulnerabilities in off-the-shelf
software that do not prevent unauthor-
ized device or network access (e.g., use
of plain text code, lack of authentication,
hard-coded passwords, poor coding).

Sonali P. Gunawardhana, The Impact of

Cybersecurity Vulnerabilities on Mobile Med-

ical App Development, Med Device Online

(Dec. 4, 2015).

Recently, the FDA issued an alert about
potential cybersecurity vulnerabilities,
known as “SweynTooth,” which could
affect medical devices with Bluetooth Low
Energy (BLE), a technology found in med-
ical and wearable devices that intercon-
nects devices to communicate information.
News Release, U.S. Food & Drug Admin.,
FDA Informs Patients, Provers and Manu-
facturers About Potential Cybersecurity Vul-
nerabilities in Certain Medical Devices with
Bluetooth Low Energy (Mar. 3, 2020). If
exploited, these vulnerabilities may allow
an unauthorized user to take control of,
crash, or shut down BLE devices, such
as pacemakers, glucose monitors, insu-
lin pumps, or stimulators, or even sizeable
devices in healthcare facilities, such as elec-
trocardiograms and monitors. This is just
one of numerous regulatory communica-
tions over the past several years identifying
cybersecurity vulnerabilities in medical
devices and/or the wireless technology or
communication software associated with
these systems and devices.

Medical devices are vulnerable to attacks
for a myriad of reasons. One reason is that
unauthorized third parties or hackers have
access to information, such as device man-
uals, patent databases, and device certifica-
tions, that may allow them to compromise
a medical device. A second reason is that
the large number of devices with access to
a facility’s network, coupled with the fact
that not all operating systems are compat-
ible with one another, create opportunities
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that could lead to misconfiguration and
vulnerabilities through gaps in security.
Likewise, already compromised medical
devices can be used to attack other health-
care networks. Even seemingly beneficial
features, such as reduced encryption, to
allow for emergency access, present oppor-
tunities for attacks. Other reasons why
medical devices or systems are particularly
susceptible include outdated software, lack
of basic security features to prevent tam-
pering, and insufficient knowledge and
training on cybersecurity and best prac-
tices among healthcare professionals. Wil-
liams & Woodward, supra.

Wearable devices present similar vul-
nerabilities. As with medical devices,
wearable devices are interconnected to var-
ious other devices (e.g., computers, iPads,
phones, cars, etc.) and use similar wireless
technology. Additionally, users of wear-
able devices often contribute information
to a centralized database, which, similar
to other databases, are susceptible to attack
by hackers.

Cybersecurity and Attacks
on Medical Devices
Current events and news outlets are con-
stantly reminding us that cybersecurity
threats are rampant. We frequently hear
about data breaches exposing a variety of
personal, financial, or governmental data.
However, connectivity has extended cyber-
security threats beyond the computer and
the information contained in it to med-
ical devices and healthcare systems. In
fact, a 2014 study revealed that 94 percent
of healthcare institutions reported being
victims of cyberattacks. Barbara Filkins,
Health Care Cyberthreat Report: Wide-
spread Compromises Detected, Compliance
Nightmare on Horizon, SANS Inst. (Feb.
2014). Although, to date, no one has hacked
into a personal medical device to harm
a patient, the following real-life events
show that the possibility is no longer a far-
fetched storyline: cybersecurity vulnera-
bilities in personal medical devices pose
significant risks; and in the context of
internal medical devices, they have made
successful attacks possible.

August 12, 2011: A presenter at a secu-
rity conference exposes the vulnerabilities
of insulin pumps by demonstrating how
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to hack into his own, although it required
security expert knowledge and fairly close
proximity to the pump. The presenta-
tion, even in 2011, stimulated conversa-
tion about the necessity of medical device
manufacturers to rethink security mea-
sures to protect consumers from an attack.
Morgen E. Peck, Medical Devices Are Vulner-
able to Hacks, But Risk Is Low Overall, IEEE
Spectrum (Aug. 12, 2011).

April 25, 2014: An article explores and
exposes the vulnerabilities of hospital
equipment and their high susceptibility to
being hacked, including, but not limited
to, insulin pumps, defibrillators, and hard-
coded passwords in medical devices, used
atalarge chain of Midwest healthcare facil-
ities. Kim Zetter, It’s Insanely Easy to Hack
Hospital Equipment, Wired (Apr. 25, 2014).

July 31, 2015: The FDA issues an alert for
healthcare facilities to discontinue the use
of a certain infusion system, due to cyber-
security vulnerabilities. Specifically, the
system could be accessed remotely through
a hospital’s network, giving an unauthor-
ized user access to the device and control to
change the dosage of general infusion ther-
apy the pump delivers. U.S. Food & Drug
Admin., Security Vulnerabilities in Infu-
sion Pump Systems, Medwatch, Medical
Product Safety Information (May 13, 2015).

June 2016: A hacker gains access to
“397,000 [] patient records from the inter-
nal network of a large database in Georgia,
210,000 patient records from a database
somewhere in the Midwest (retrieved from
a ‘severely misconfigured network’), and
48,000 records located in Farmington,
Missouri.” Chris Nerney, Hacker Puts 10
Million Stolen Health Records Up for Sale,
June 30, 2016. The hacker then put the
information up for sale, requesting 750 bit-
coins, the equivalent of around $485,000
at the time. This is just one of many “ran-
somware” stories about a category of mali-
cious software, referred to as “malware,”
which encrypts a user’s disk drives and
demands some form of compensation in
return for critical data held hostage. Raj
Mehta, Health Held Hostage: Ransomware
in the Health Care Industry, MDDI Online
(May 26, 2016).

January 2017: The FDA issues a Safety
Communication after discovering that cer-
tain implantable cardiac devices could be

hacked through their home monitoring
systems. U.S. Food & Drug Admin., Cyber-
security Vulnerabilities Identified in Implant-
able Cardiac Devices and Transmitter, Safety
Communication (Jan. 9, 2017).

May 2017: United Kingdom and United
States health systems, including medical
devices located within a United States hos-
pital, were infected by WannaCry ransom-
ware. The attack compromised as many as
200,000 Windows systems, including those
at forty-eight hospital trusts in the United
Kingdom and an unnamed number in the
United States. Thomas Fox-Brewster, Med-
ical Devices Hit By Ransomware for the
First Time in U.S. Hospitals, Forbes, May
17, 2017.

March 2019: The FDA issues a Safety
Communication identifying cybersecu-
rity vulnerabilities in a wireless teleme-
try technology used for communication
among certain implantable cardiac devices,
clinic programmers, and home monitors.
U.S. Food & Drug Admin., Cybersecurity
Vulnerabilities Affecting Implantable Cardiac
Devices, Programmers, and Home Monitors,
Safety Communication (Mar. 21, 2019).

June 2019: The FDA warns patients and
doctors about the recall of certain insulin
pumps, due to cybersecurity risks. News
Release, U.S. Food & Drug Admin., FDA
Warns Patients and Health Care Providers
about Potential Cybersecurity Concerns with
Certain Insulin Pumps (June 27, 2019).

October 2019: The FDA issues a commu-
nication identifying cybersecurity vulnera-
bilities for connected medical devices and
healthcare networks that use certain com-
munication software. News Release, U.S.
Food & Drug Admin., FDA Informs Patients,
Providers and Manufacturers About Poten-
tial Cybersecurity Vulnerabilities for Con-
nected Medical Devices and Health Care
Networks that Use Certain Communication
(Oct. 1, 2019).

January 2020: The FDA issues a com-
munication to raise awareness that cyber-
security vulnerabilities in certain clinical
information stations and telemetry servers
may introduce risks to patients while they
are being monitored. U.S. Food & Drug
Admin., Cybersecurity Vulnerabilities in Cer-
fain Healthcare Clinical Information Central
Stations and Telemetry Servers, Safety Com-
munication (Jan. 23, 2020).

Best Practices to Manage
Vulnerabilities and

Cybersecurity Attacks

In response to these threats and attacks,
as mentioned, the FDA issued a premar-
ket submission guidance in 2014 and 2018,
detailing premarket stage considerations
addressing vulnerabilities. Premarket Sub-
mission Content Guidance, supra (Oct. 2,
2014); Premarket Submission Content Draft
Guidance, supra (Oct. 18, 2018) (updat-
ing 2014 ed.). The agency also issued a
postmarket guidance, covering mitigation,
remediation, and other risk-management
strategies, to aid in addressing medical
device vulnerabilities and cybersecurity
attacks on those devices. Postmarket Man-
agement, supra (Dec. 28, 2016).

The premarket phase considerations
include the following: (1) identifying assets,
threats, and vulnerabilities; (2) assessing
the impact of threats and vulnerabilities
on device functionality and end users;
(3) assessing the likelihood of a threat and
of a vulnerability being exploited; (4) deter-
mining risk levels and suitable mitigation
strategies; and (5) assessing the residual
risk and risk-acceptance criteria. Premar-
ket Submission Content Draft Guidance,
supra (Oct. 18, 2018). The manufacturer’s
premarket submission would include the
premarket considerations conceived thus
far, such as the hazard analysis and miti-
gation and design elements associated with
the potential cybersecurity risks of a spe-
cific medical device; a summary of the plan
for cybersecurity updates and patches; a
matrix and summary showing and discuss-
ing cybersecurity controls and the poten-
tial risks; and instructions for the specific
product with recommendations on how to
use and secure the device properly. Id.

However, even after rigorous testing
and risk assessment in the premarket sub-
mission phase, given the rapid pace of
technology, medical device manufactur-
ers must continuously evaluate the poten-
tial vulnerabilities of their devices and
consider how to mitigate and remediate
risks for marketed products. Williams &
Woodward, supra. Mitigation is a risk-
management strategy used to diminish the
effect of a cybersecurity attack on medi-
cal devices and their correlated systems.
Id. Remediation involves taking actions to

In-House Defense Quarterly = Summer 2020 = 21


https://spectrum.ieee.org/biomedical/devices/medical-devices-are-vulnerable-to-hacks-but-risk-is-low-overall
https://spectrum.ieee.org/biomedical/devices/medical-devices-are-vulnerable-to-hacks-but-risk-is-low-overall
https://www.wired.com/2014/04/hospital-equipment-vulnerable/
https://www.wired.com/2014/04/hospital-equipment-vulnerable/
https://www.mddionline.com/software/health-held-hostage-ransomware-health-care-industry
https://www.mddionline.com/software/health-held-hostage-ransomware-health-care-industry
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/news-events/press-announcements/fda-warns-patients-and-health-care-providers-about-potential-cybersecurity-concerns-certain
https://www.fda.gov/news-events/press-announcements/fda-warns-patients-and-health-care-providers-about-potential-cybersecurity-concerns-certain
https://www.fda.gov/news-events/press-announcements/fda-warns-patients-and-health-care-providers-about-potential-cybersecurity-concerns-certain
https://www.fda.gov/news-events/press-announcements/fda-warns-patients-and-health-care-providers-about-potential-cybersecurity-concerns-certain
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities-0
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities-0
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities-0
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities-0
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities-0
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-certain-ge-healthcare-clinical-information-central-stations-and
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-certain-ge-healthcare-clinical-information-central-stations-and
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-certain-ge-healthcare-clinical-information-central-stations-and
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/content-premarket-submissions-management-cybersecurity-medical-devices
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/content-premarket-submissions-management-cybersecurity-medical-devices
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/postmarket-management-cybersecurity-medical-devices
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/postmarket-management-cybersecurity-medical-devices

DRUG AND MEDICAL DEVICE

reduce the risk to a device’s essential clin-
ical performance to an acceptable level,
including, but not limited to, finding a solu-
tion to combat a cybersecurity vulnerabil-
ity, or using a compensating control, such
as notifying the consumer about a tem-
porary fix or other work-around solution.
Postmarket Management, supra (Dec. 28,
2016). One common remediation strategy
is to release “routine updates or patches,”
such as software, firmware, and hardware
updates, that enhance the device’s security
and patch vulnerabilities that are linked to
the device’s controlled risk.

The FDA also issued the following other
postmarket considerations: (1) monitor-
ing cybersecurity information sources for
identification and detection of vulnerabili-
ties and risks, which may require auditing
of the network and immediately report-
ing any security breach; (2) understand-
ing, assessing, and detecting the presence
and effect of a vulnerability; (3) establish-
ing and communicating processes for vul-
nerability intake and handling; (4) clearly
defining essential clinical performance to
develop mitigations that protect, respond,
and recover from the cybersecurity risk;
(5) adopting a coordinated vulnerabil-
ity disclosure policy and practice; and
(6) employing mitigations that address
cybersecurity risk early and before exploi-
tation. Id.

The FDA also recommends the follow-
ing best practices:

1. limitaccess to only trusted users through
the use of passwords, usernames, smart-
cards, biometrics, automatic timers, and
physical locks;

2. ensure that only trusted content is within
the device and/or system by restricting
updates to the same or using encryption;

3. “detect, respond, and uncover,” by using
procedures and features that alert secu-
rity compromises, educate the end users
on detections of security breaches, and
provide methods for retention and re-
covery of devices (which are consistent
with the National Institute of Standards
and Technology “Framework for Improv-
ing Cybersecurity Infrastructure,” i.e.,
“identify, protect, detect, respond, and
recover”);

4. create a structured and systematic
approach to risk-management and qual-

ity management systems consistent with

21 C.ER. part 820, which would include

methods to identify, characterize, and

assess a cybersecurity vulnerability and
methods to analyze, detect, and assess
threat sources;

5. be proactive—practice good cyber
hygiene and reduce cybersecurity risks
even when residual risk is acceptable;

6. remediate by finding an official or tem-
porary fix to cybersecurity vulnerabil-
ities to reduce the risk of compromise
to essential clinical performance to an
acceptable level;

7. keep in contact and maintain a solid,
formal, business relationship with soft-
ware vendors to ensure that they are
providing you timely information about
quality and security concerns that you
can correct or prevent; and

8. incorporate elements consistent with
the National Institute of Standards and
Technology Framework for Improving
Cybersecurity Infrastructure.

Premarket Submission Content Guidance,

supra (Oct. 2, 2014); Premarket Submis-

sion Content Draft Guidance, supra (Oct.

18, 2018). See also Akin Gump Strauss

Hauer & Feld LLP, Medical Device Alert,

Jan. 28, 2016.

The FTC has also acknowledged the im-
portance of cybersecurity measures as de-
vices increasingly become interconnected
and issued a recommendation that manu-
facturers get ahead of potential attacks. The
FTC recommends the following best prac-
tices for manufacturers of consumer wear-
able devices to mitigate potential security
and privacy risks, some of which are sim-
ilar to those that the FDA recommends to
manufacturers of medical devices:

« build security into devices at the outset,
rather than as an afterthought;

« train employees on good security
practices;

« retain service providers that are capable
of maintaining reasonable security, and
provide reasonable oversight to ensure
that those service providers do so;

« implement a “defense-in-depth” ap-
proach by using multiple layers of secu-
rity measures to defend against potential
risks;

« implement reasonable control measures
to limit unauthorized users from access-
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ing devices, networks, or protected data
stored in them; and
« monitor products throughout the life
cycle and patch known vulnerabilities
when feasible.
Fed. Trade Comm’n, Internet of Things: Pri-
vacy & Security in a Connected World (Jan.
2015).

Conclusion

The threat that a pacemaker will be hacked
by foreign terrorists may be low, but the risk
of devastating and life-threatening cyberse-
curity attacks in medical and wearable de-
vices is significant and on the rise. Perhaps
the benefits currently outweigh the risks for
device users, but as technology advances
to collect more sensitive data, it is impor-
tant that manufacturers, regulatory bodies,
healthcare providers, and consumers are in-
formed of the ever-changing risks and work
together to implement cybersecurity mea-
sures to mitigate these risks to protect con-
sumers and their information. im


https://www.fda.gov/regulatory-information/search-fda-guidance-documents/postmarket-management-cybersecurity-medical-devices
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf

