
 

OVERVIEW 

Our Privacy & Data Security Group understands that the effective protection and management 
of information is critical for an organization to operate successfully. Businesses must comply 
with an increasingly complex web of state, federal, and international laws and regulations 
designed to protect commercially sensitive data and personally identifiable information. Our 
inter-disciplinary group of attorneys provides clients with practical solutions to comply with the 
requirements governing the gathering, storage, transfer, and use of information. We help 
companies implement preventive and loss mitigation measures as well as appropriate responses 
in the case of actual or potential release of or improper access to such information.  

Our attorneys counsel clients regarding legal and practical techniques intended to maximize 
protection and minimize or avoid risks that may compromise sensitive and proprietary business 
information. Strategies to prevent data breaches include: updating and implementing 
comprehensive policies; reviewing contract terms and the contracting process; providing 
applicable training, training tools, and methods to proactively communicate expectations and 
requirements to employees and vendors; and confirming that relevant internal departments 
(IT, HR, Benefits, etc.) are aware of relevant risks. These groups must be committed to coming 
together as a team to best protect the company and those individuals whose personal or 
confidential information is held by the company.  

We work closely with clients and internal and external response teams, including forensic 
investigators and accountants, computer consultants, press and media advisors, and other crisis 
management providers, to efficiently and effectively address the company’s immediate and 
long-term needs in the event of a data security breach. Our trial attorneys have the courtroom 
experience needed to address our clients’ privacy and data security litigation needs. We also 
provide the skills and experience in dealing with obligations of immediate disclosure, response, 
and remedial measures in the face of a data privacy or security breach. Our attorneys have 
handled internal investigations, government agency investigations, regulatory reporting, media 
communications, litigation, and customer/stakeholder service recovery when a breach has 
occurred. 

Tucker Ellis attorneys have extensive subject matter knowledge in intellectual property and 
trade secrets, healthcare, banking and financial services, insurance, and human resource and 
benefits. Our team has substantial experience in drafting and addressing internal policies and 
investigations, and handling external and civil investigations under Sarbanes-Oxley, the 
Gramm-Leach-Bliley Act, HIPAA, PCI-DSS, GDPR, the Foreign Corrupt Practices Act, the False 
Claims Act, RICO, Qui Tam litigation, and similar statutes that can be implicated by data, 
privacy, and security concerns. Our lawyers also have hands-on business proficiency that 
enables us to provide strategic business consulting on all aspects of information policies, data 
privacy and security, incident response, internal audits, and records management. 

AREAS OF EMPHASIS 
Tucker Ellis assists clients of all sizes across industries in data privacy incidents that implicate: 

• Business Litigation (individual and class action litigation) 
• Financial Services Counseling (Gramm-Leach-Bliley Act/Sarbanes-Oxley) 
• PCI-DSS 
• GDPR 
• HIPAA/HITECH Enforcement and State Medical Privacy Laws 
• OCR Audit Preparation 
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AREAS OF EMPHASIS (CONTINUED) 
• Information Technology (storage, use, and access to personal and confidential information, both internal  

and external) 
• Risk Avoidance (technological and legal initiatives) 
• Regulatory Compliance Reporting 
• Trade Secrets 
• White Collar Criminal Defense 
• Internal Corporate Investigations and Counseling 

REPRESENTATIVE MATTERS 
• Developed HIPAA-compliant best practices policies and training for covered employers and providers 
• Audited compliance with data privacy and security laws and regulations 
• Represented large multinational corporations in data breach investigations 
• Defended large pharmaceutical manufacturer in a trade secret case involving alleged theft of clinical data 
• Negotiated technology license and use agreements, off-site data storage and security agreements, and data 

evaluation and manipulation agreement with client vendors 
• Counseled clients and provided emergency response services and disclosures with respect to inadvertent  

disclosures and access to confidential consumer, employee, and customer information 
• Defended individuals and executives in response to allegations of actual or potential criminal conduct arising from 

data breaches and security related issues 
• Prosecuted Qui Tam actions in the healthcare industry resulting in the federal government’s interventions and 

recovery of funds against multi-state healthcare providers and medical device manufacturers  
• Defended organizations and individuals against False Claims Act litigation brought by the federal government and 

Qui Tam relators in the construction, healthcare, transportation, and government procurement industries  
• Defended healthcare providers, hospitals, and insurance coverage providers in response to claims of alleged HIPAA 

and state medical privacy law violations 
• Represented business claimants in allegations that other businesses and individuals have misappropriated and/or 

misused proprietary or confidential information 
• Engaged in a FINRA investigation arising from a violation of Reg SP, an SEC promulgated privacy regulation 
• Represented an international company in prosecuting a theft of trade secrets case relating to its Brazilian operations 
• Representations in connection with restrictive terms of use relative to electronic information access, including 

electronic files and electronic documents 
• Counseled clients in connection with electronic document security, including watermarking, glyphs, encryption, and 

tracking 
• Represented businesses and their employees alleged to have engaged in theft of trade secret claims  

PRESENTATIONS 
• “Avoiding Legal Liability,” The Information Security Summit, Cleveland, Ohio (October 2018) 
• “Regulating Information: A Candid Conversation About HIPAA and Privacy,” Cleveland-Marshall College of Law, 

Cleveland, Ohio (April 2017)  
• “Healthcare Cybersecurity and Privacy Litigation,” Health Care Law Update & Medical/Legal Summit 2017, 

Cleveland Metropolitan Bar Association/Academy of Medicine Education Foundation/The Academy of Medicine of 
Cleveland & Northern Ohio, Cleveland, Ohio (March 2017)  

• “HIPAA Best Practices and Audit Readiness,” Health Action Council Webinar (February 2017) 
• “Healthcare Update – Regulations, HIPAA, and Risk Avoidance," 2016 In-House Counsel 

Summit, Tucker Ellis LLP, Cleveland, Ohio (October 2016)  
• “Cyber Security Month – Security Panel,” Case Western Reserve University, Cleveland, Ohio (October 2016) 
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PRESENTATIONS (CONTINUED)  
•  “A Practical Guide to Your Incidence Response Plan,” Practical Tips and Tools to Deal with Cybersecurity 

Challenges, Tucker Ellis LLP, Cleveland, Ohio (July 2016) 
• “Identifying, Calculating, and Mitigating Covered Loss under New Cyber Liability Policies,” Cleveland Metropolitan 

Bar Association Insurance Law Section, Cleveland, Ohio (November 2015)  
• “Surviving the Breach: Immediate Steps and Responses,” and “What Are the Risks: An Introduction to Exposures, 

Costs, and Trends,” Tucker Ellis Privacy and Data Security Risks: Are You Prepared?, Cleveland, Ohio (July 2015) 
•  “Protecting the Net: Cybersecurity,” Tucker Ellis/McGladrey Marching Through the Madness: Making Your  

Financial Services Team a Winner in Risk and Compliance, Cleveland, Ohio (March 2015) 
• “Data Security: Managing the Crisis,” 2014 In-House Counsel Summit, Tucker Ellis LLP, Cleveland, Ohio  

(October 2014) 
• “HIPAA HITECH Compliance Seminar: What Organizations and Their Business Associates Need to Know,”  

sponsored by Tri-C and Jurlnnov (July 2013)  
•  “Technology and Cyber Risks – Exposures and Coverage Options,” Public Agency Risk Managers Association  

(May 2012) 
• Webinar: “Great Ideas for Media and Technology in Schools.” Available online at:  

http://training.sia-jpa.org/Academy/ViewCourse.aspx?CourseID=24 
• Speaker at seminars on “Data Breach: Understanding the Risk and Managing a Crisis” 
• Presented “Data Security Risks and Crisis Management” to individual firm clients 
• “Navigating the Stringent Legal e-Discovery Requirements and Patient Confidentiality Concerns Associated with 

Electronic Documentation,” Advanced Forum on Healthcare Provider Disputes & Litigation, American Conference 
Institute, Chicago, Illinois (July 2012) 

• “The Risks and Rewards of EMR: Meaningful Use or Tool for Abuse?,” 7th Annual National Medical Liability 
Insurance ExecuSummit, Mohegan Sun, Connecticut (September 2011) 

PUBLICATIONS 
• “Connected Medical Devices: What Attorneys Need to Know,” HIT News, American Health Lawyers Association 

(AHLA) (October 2018) 
• “GDPR Focus: How the European Union’s New Cybersecurity Measure Will Impact Your American Manufacturing 

Business,” Manufacturing Today (May 2018) 
• “Countdown to the GDPR,” Manufacturing Business Technology (March 2018) 
• “Countdown to the GDPR: What You Need to Know About the Impact of the European Union’s New Cybersecurity 

Measures on Your American Business,” Tucker Ellis White Paper (March 2018) 
• “Lessons for Data Breach Lawyers from Product Liability,” Law360 (January 2018) 
• “Don’t Let a Data Breach Derail the Deal,” Crain’s Cleveland Business (January 2017) 
• “Enhancing Board Oversight of Cyber Risk – The Board’s Increasingly Important Role,” Corporate Compliance 

Insights (December 2016) 
• White Paper and associated Proposed Internal Policies and Guidelines regarding proper use, access, and protection 

of technology, Internet, personal digital assistants (PDAs), and cellular telephones, and individual Technology User 
Agreements  

• “Think Fast: The Potential for Tension Between Insureds and Data Security Insurers,” Bloomberg BNA’s Privacy 
and Security Law Report (August 2016) 

•  “Data Security Plans: Why Financial Institutions Must Continuously Assess and Update Their Data Security Plans,” 
Bloomberg BNA’s Corporate Law & Accountability Report (June 2015)  

• “Data Security: What You Don’t Protect Can Cost You,” published in FOCUS, quarterly newsletter of the Association 
of Corporate Counsel Northeast Ohio Chapter (1Q2013) 

http://training.sia-jpa.org/Academy/ViewCourse.aspx?CourseID=24
http://www.tuckerellis.com/userfiles/file/07-31-12%20ACI%20Conference%20on%20E-Discovery%20in%20Healthcare%20Disputes%20-%2007-27-12%20FINAL.pdf
http://www.tuckerellis.com/userfiles/file/07-31-12%20ACI%20Conference%20on%20E-Discovery%20in%20Healthcare%20Disputes%20-%2007-27-12%20FINAL.pdf
http://www.tuckerellis.com/userfiles/file/Data%20Security_ACC_Hanna%20and%20Thomas.pdf

